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RDT3.0: Channels with Errors and Loss

Suppose now that our channel can also lose packets (both data and ACKs).
Q) How do we deal with this?
– Checksums, sequence numbers, ACKs, and retransmissions alone are all insufficient.
A) The sender waits a "reasonable" amount of time for an ACK. If no ACK is received in this time, it
retransmits.
The state machine for a sender in the RDT3.0 protocol is shown in Figure 1. Note that if the packet or ACK
is delayed (but not lost), we retransmit a duplicate (but the sequence numbers account for this).

Figure 1: State machine for the sender in the RDT3.0 protocol.
In Figure 2, we trace through two runs of RDT3.0:
• In the left run, there is no loss and things run smoothly.
• In the right run, a packet is lost, but then retransmitted after the timeout.
In Figure 3, we trace through two more runs of RDT3.0:
• In the left run, an ACK is lost. This results in a duplicate packet being sent, which is then discarded
by the receiver (based on its sequence number) and the ACK is retransmitted.
• In the right run, the ACK is sent but a timeout occurs before it is received. This results in the packet
being retransmitted by the sender (but discarded by the receiver) and the ACK being retransmitted
by the receiver. The repeated ACK arrives after the original and is discarded by the sender.
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1.1 Performance

Figure 2: Traced run of RDT3.0 with no loss (left) and packet loss (right).

Figure 3: Traced run of RDT3.0 with ACK loss (left) and premature timeout (right).
1.1

Performance

RDT3.0 is a stop-and-wait protocol. Define the utilization U send er to be the fraction of time the sender
is busy sending:
U send er =

L/R
,
RTT + L/R

where L is the length of the packet, R is the tranmission rate, and RTT is the round trip time (time from
when the last bit of the packet is sent until an ACK is received). For clarification, see Figure 4.
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1.2 Go-Back-N

Figure 4: Derivation of utilization, U send er .
This performance is heinous. We can improve it through pipelining, where the sender can send multiple
"in-flight" but not yet acknowledged packets. This means we need to increase the range of sequence
numbers, and to implement a buffer at the sender and/or receiver. For k-packet pipelining, our utilization becomes:
k · L/R
U send er =
,
RTT + L/R
which is k times better than before. See Figure 5 for an example with k = 3.

Figure 5: Example of k-packet pipelining with k = 3.
Two approaches to error recovery in the pipeline approach are Go-Back-N and Selective Repeat.
1.2

Go-Back- N

At the sender end, we consider a "window" of N consecutive, transmitted, but not yet acknowledged,
packets (with sequence numbers 1, . . . , N ). We consider ACKs to be cumulative, i.e., ACK(n) first ACKs all
packets up to and including sequence number n, then moves the window forward to begin at n + 1. We
also define a timeout, t i meout (n), which retransmits all packets with sequence number at least n in the
window.
At the receiver end, we only send ACKs for the correctly-received packet with the highest in-order sequence number. When we receive an out-of-order packet, we can discard of it or implement a buffer
(this is a design decision). Then, we re-ACK the packet with the highest in-order sequence number.
For an example of this Go-Back-N approach, see Figure 6.
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1.3 Selective Repeat

Figure 6: Example of the Go-Back-N approach.
Also, see the simulator at: https://www2.tkn.tu-berlin.de/teaching/rn/animations/gbn_sr/.
1.3

Selective Repeat

With selective repeat, the receiver individually acknowledges all correctly received packets. The sender
then times-out and retransmits each not yet acknowledged packet separately (the sender maintains a
timer for each). In this approach, we only advance the window once the smallest not yet acknowledged
packet’s sequence number receives an ACK. Note that the receiver needs to buffer out-of-order packets
in this approach.
For an example of this Selective Repeat approach, see Figure 7.

Figure 7: Example of the Selective Repeat approach.
Note that the number of sequence numbers must match the window size to avoid problems.
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TCP: Overview

Check RFCs: 793, 1122, 2018, 5681, 7323. TCP facts:
•
•
•
•
•
•
•

Point-to-point (one sender, one receiver).
Reliable, in-order byte stream (no "message boundaries").
Full duplex (bi-directional data flow in the same connection).
Uses cumulative ACKs.
Uses pipelining (TCP congestion and flow control set the window size).
Connection-oriented (uses handshakes).
Flow-controlled (to prevent receiver overwhelm).

The structure of a TCP segment is shown in Figure 8.

Figure 8: Structure of a TCP segment.
Note that the "Urg data pointer" field of the header is no longer used in practice. Also, since the "options"
field is of variable length, we must specify the header’s length. For an Nmap scan, we set the SYN flag.
For a TCP segment, its sequence number is the "number" of the first byte of the its data in the byte
stream. For each ACK we assign the sequence number of the next byte that is expected from other side.
An example of this for Telnet is shown in Figure 9. How out-of-order segments are handled is a design
decision.

Figure 9: Sequence number example for Telnet.
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2.1 Session Hijacking
2.1

Session Hijacking

Session hijacking refers to an exploit where the attacker predicts the next sequence number and sends
their own packet with that sequence number. A possible solution to this attack is to pick sequence numbers randomly (rather than consecutively). The Telnet protocol was vulnerable to this type of attack
since sessions were not encrypted.
2.2

Rount Trip Time and Timeout

We want the timeout to be longer than the RTT, but the RTT varies. If the timeout is too short, we will
have unnecessary retransmissions. If the timout is too long we will have a slow reaction to segment
loss. Thus, we need to esimate the RTT. Let SampleRTT denote the most recently measured RTT (ignoring
retransmissions). Then, we define an exponential weighted moving average (EWMA):

EstimatedRTT = (1 − α) · EstimatedRTT + α · SampleRTT,
where α is typically set to be 0.125. With this approximation, the influence of past samples decreases
exponentially.
For the timeout interval, we than add a "safety margin" that indicates the variation in EstimatedRTT. In
particular, we use:
TimeoutInterval = EstimatedRTT + 4 · DevRTT,
where DevRTT is an EWMA of SampleRTT’s deviation from EstimatedRTT:

DevRTT = (1 − β) · DevRTT + β · |SampleRTT − EstimatedRTT|.
In this case, β is typically set to be 0.25.

TCP also implements fast retransmit, where if the sender receives three additional ACKs for the same
data (four ACKs total for a given segment), it resends the not yet acknowledged segment with the smallest
sequence number without waiting for a timeout.
2.3

Flow Control

What happens if the network layer delivers data faster than the application layer can remove data from
the receiver socket buffers? Buffer overflow. We address this by including a "receive window" field in the
TCP header that indicates the number of bytes the receiver is willing to accept at a time. The sender then
limits the number of not yet acknowledged segments it sends accordingly.
2.4

Connection Management

Before exchanging data, the sender and receiver engage in a "handshake" where they agree to establish
a connection and agree on connection parameters (such as the starting sequence numbers).
A 2-way handshake is insufficient as it does not account for:
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2.4 Connection Management
• Variable delays.
• Retransmitted messages.
• Message reordering.
A 3-way handshake is superior here.

To close a TCP connection, the client and server each close their side of the connection by sending a TCP
segment with the "FIN" flag field set to 1. Then, each side responds to the "FIN" flag with an ACK.
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