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Chapter 3 Transport Layer
The lecture for this class can lfeund on Collab under'Lecture Capturé'
Goalsfor today:

1 Understandprinciplesbehind transport layer services
0 Multiplexing denultiplexing
0 Reliabledata transfer
0 How control
o (ongestioncontrol
1 Lean about internet transport lagr protocols
0 UDP:connectionlessransport
o TCPconnectiororientedreliabletransport
0 TCP congestion control

Transportservices and protocols

1 Providelogical communicatiobetween agplication processes running on different hosts
9 Transportprotocols actions in end systems:

0 Senderbreaks application mssages inteegments passes to etwork layer

0 Receiverreassembles segments into messagpasses to application layer

In the transpat layerprotocol, we have an erto-end system communicatioWe receve data from

the application layerthe data is gointp come in andeel like a stream of data, it's going to break it up
into segmentsthe segments are going to get stuck into packdtghe network data link, physicdayer,
packets get sent over network

The receiver is going to taled of the indegndent packet@ndreassemble themThey are going tpop
out like a stream of data on the ath side

There are two transport layemrptocols available to internet applications

1 TCP
1 UDP

Why do we need this dxa layer of protocol®

Transport vs. network layeservicesand protocols
Household analogy

One reason in reliabilifyand the otheiis because the have a Iptocesses running on the device
Think of the processes as a fs@uwith abunch of kidsThe house is the actuahachine and the kids
are the proceses One kid might be a browsegame etc. Messagegou can think of as letteri; an
envelope Transport layer ighe parent It is going to look at theetters and say which kid eadhtter
goes to It is going to demtiplex each lettemwhen they come in from the mail serviagefwork
layer) and logically decide where they.go
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Network layer is gointp managecommunicatiorbetween hostsTransportis going to logically
manage thecommunicatiorbetween processesOn our OS, the TCP stackeisponsiblefor saying

what packet goes here.

Transport vs. network layer services and protocols

* network layer: logical
communication between
hosts

= transport layer: logical
communication between
processes

——household analogy:

12 kids in Ann’s house sending
letters to 12 kids in Bill’s house:
= hosts = houses

= processes = kids

= app messages = letters in
envelopes

= transport protocol = Ann and Bill

who demux to in-house siblings

= network-layer protocol = postal
service

* relies on, enhances, network
layer services

Transport Layer Actions

Each box in the figure below irsacket We'll look atsocketdater, but for now it is an abstractioreach
process is associated witlocket. Asocket for now, is alogicalabstractionthat gives theapplicationa
doorway to the transport layer

App messagecomes from application layefransport layendds extra haders (portsdest IP, etg.
Then gets sent to network lay&r do everything with IP addresses and processifigen sent to link
layer. This is Wwere ethernet headers get addethen to the physical layer where it gets sémtough
system of routes to the other end

Transport Layer Actions

Sender:
= is passed an application-
layer message
= determines segment
header fields values
= creates segment

= passes segment to IP Eﬁ
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Receiver will receive the segmieand inspect the headsr Based on those, determine which application
it needs to go toExtractapplication layemessagend send message out to the afipowser; utility
that is running.

Transport Layer Actions

"

Receiver:
app. msg = receives segment from IP
» checks header values

= extracts application-layer
message

= demultiplexes message up

to application via socket H

Twp principal internet transport protocols

TCP:

T

Reliable meaning that every packet thavery packet we send i®iong to make it Not one
packet will be lost

In-order delivery, meaning that if a path in theetwork changes and a packet takadifferent
path from another packet Whenthe packet gets there out of order TCP withnaer and
reassemble them in the correct order

Gongestioncontrol, meaning that ifa lot of things are sein TCP will detect that anaht to

reduce congestion

How control, meaning we change the speed at which tremspat layer is sending packets
Connection setupmeaning weneed to keep traclkf all of the packetsNeed to know if a packet
is ost, so wehave adirect connection with the system

Send across theatwork. If any packets get lost, we don't catithe queue gets overwhelmed
we don't care If a packet gets corrupted amhlopped,we don't care
Used for video and gaminBackets get lost all thiime in gaming

Transport layer has no delggaranteesand no bandwidtlguarantees
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Two principal Internet transport protocols

= TCP: Transmission Control Protocol
+ reliable, in-order delivery
» congestion control
« flow control
« connection setup
= UDP: User Datagram Protocol
« unreliable, unordered delivery
+ no-frills extension of “best-effort” IP
= services not available:
» delay guarantees
* bandwidth guarantees

Knowledge check

Knowledge Check

LOCATION OF TRANSPORT-LAYER
FUNCTIONALITY.

Where is transport-layer functionality primarily implemented?

O Transport layer functions are implemented primarily at the routers and switches in the
network.

O Transport layer functions are implemented primarily at the hosts at the “edge” of the
network.

O Transport layer functions are implemented primarily at each end of a physical link
connecting one host/router/switch to another one host/router/switch.

Correct answer is ZTransport layer functions are implemented primarilytia hostsat the "edge" of
the network
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Check all of the services below that are provided by the TCP protocol.

O] In-order data delivery

[ A guarantee on the minimum amount of throughput that will be provided between sender
and receiver.

O A flow-control service that ensures that a sender will not send at such a high rate so as
to overflow receiving host buffers.

[J A congestion control service to ensure that multiple senders do not overload network
links.

[J Reliable data delivery.

[J A byte stream abstraction, that does not preserve boundaries between message data
sent in different socket send calls at the sender

[J A guarantee on the maximum amount of time needed to deliver data from sender to
receiver.

The correct answers are 1, 3,4, 5, 6

Demultiplexing

Have a bunch of packetsming in so we need a way to tell what packet is for whaplication Have
applicatiorsrunning at theapplicationlayer, and thdransportlayer is goingo inspect things to decide

which application to send packet to

Taking in data and deciding where it goes

Demultiplexing

\ | / ,.7.".. _.__/__application
® Ny

I e fomes

MR QIR de-multiplexing

Multiplexing

Tale in data from theapplicationlayer and assiga port numberfor eachapplication It will combine

them and send it out

Take each application and assign itraque port number so wknowwhichapplication maps to which

socket Wethen send it over thenetwork
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Multiplexing

O NETFLIX

-_-__TS\Q-J--;,{f-999W??9P

multiplexing

SEE PONOPTO VIGH®ARTING AT 1500R AN EXAMPLE OF THESE TOPICS

Note from example irPanoptovideo

We can spin up tweeparateprocesgs in our Apache servi¢P1, P2and they communicate
independentlywith our 2Firefoxbrowsess. We do this formany reasonsbut one isscalability

Sockets

Aprocess sendséceivesmessages to/from itsocket You can think of a sockes @ doorwayA socket
is going to be assigned each processwWhen we think of TCP or UDP communicatiee are thinking

about communication between socket#/e are going to rely on the underlyit@nsport layer protocol
to manage # of the reliability associated with the sending process.

Sockets

= process sends/receives messages to/from its socket
= socket analogous to door
* sending process shoves message out door

* sending process relies on transport infrastructure on other side of
door to deliver message to socket at receiving process

application application

socket controlled by
= / \ @ | app developer
—_ —y  —

controlled
by OS

e

Internet

W
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Teams:

Socket for the sender is called the serglsocketor clientsocket
Socket for the receiver is calléite server socket

How are these sokets dentified? Addressing processes

We need to be able to say where the packet is goilig have anlP address that identifies thést host,
andthe socketis identified by a unique port

Addressing processes

= t0 receive messages, process

must have identifier = identifier includes both IP address

and port numbers associated with

= host device has unique 32-bit process on host,
IP address » example port numbers:
- Q_ does IP address Of host on * HTTP server: 80
which process runs suffice for « mail server: 25
. g, 5
identifying the process? - to send HTTP message to
. A_ no, many processes gaia.cs.umaSS-edU web server:
can be running on * IP address: 128.119.245.12
same host + port number: 80

Detailson multiplexing/demultiplexing
See thesocketabstraction below. V8 have 4 processes HA4. They @& communicating

P1 is going to send a packet t8.R\e are going to haveultiplexing at senderWe are going thiandle
two processe$1 and P2Ne need to label themappropriatelywith their associate sending ports, but
they are going to share threamelP address

Multiplexing/demultiplexing

multiplexing at sender: ——

handle data from multiple
sockets, add transport header
(later used for demultiplexing)

application
application (_Pl/ [¢ Pg) application [ L] socket
T T D) >
\E> s (P—‘I/ C Dprocess
trangport npvigrk trarfport
network E link netivork
Tirk ysigal [
™ - + g
phygcal physical «,
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Then, when we get packets form P3 and P4, they are goihgueto be demutiplexed They are gag
to haveto split up the TCP stream and decide which petslassociate with the stream go to P1, and
which paclets go to P2

Multiplexing/demultiplexing

—demultiplexing at receiver: —

use header info to deliver
received segments to correct

socket
application

application 4 fj_.) CE%, )} application [ 5] socket
<) : — P4
LPE) rzpo (P—4> Q process
trangport nefgork trangport
netfark Ik netyark

Tk phygical Tifie

i -
{ 'ﬁ phyical phyical g

How demultiplexing works

Hostreceivesa datagramandlooks atlPaddress and pomumber and decidevhich procesgo send it
to. The key point is that thhost uses both IP address and port number to dissgimentto appropriate
socket So, when wesonstructour TCP packet, we are going to haveh&wve?2 pieces of keinformation,
our sourceport andour destination port

Source port is the porissociatedvith the procesghat is sendingthe packet Dedination port is the
port associatevith the process that is receiving the packet

How demultiplexing works

* host receives IP datagrams

+«———— 32 bits

» each datagram has source IP source port # | dest port #
address, destination IP address
* each datagram carries one other header fields

transport-layer segment

* each segment has source, -
destination port number ap%";taat'on
» host uses IP addresses & port (payload)
numbers to direct segment to

appropriate socket TCP/UDP segment format
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Connectionless demultiplexing

Connectionless demultiplexing

when receiving host receives

= when creating socket, must specify UDP segment:
host-local port #: * checks destination port # in
Diat r.it.]fr'.l['.'.S-:_J(_:k'-.‘-‘-. |IIy‘S-:_:c_:k"—_1;‘_ = segment
new DatagramBocket (125341) ; - directs UDP segment to SOCkE‘t
with that port #
» when creating datagram to l
send into UDP socket, must

specify IP/UDP datagrams with same
L dest. port #, but different source
' dest!nat!on IP address IP addresses and/or source port
* destination port # numbers will be directed to same
socket at receiving host

Key thing to ntice is that there is nainique linking between the IP address on the machinetardort
number. Allwe are doing iookingthe the port number herdor a UDP segmenEor UDPdatagrams
with the samedestinationand port but different source IRddresses will be directed to the same
process If two thingshaveseparate IP addressesas long as themlestinationport and port #are the
same, they are going to go to the saswcketon the machineThis doesn't work foour browser
example because we were usim@P

FOR A DETAILED EXAMPLE OF CONNECTIONLESS DEMUBHPOEXMR®OPTO VIDEO START|
AT 31:00

Connectionless demultiplexing: an example

DatagramSocket
serverSocket = new
DatagramSocket
DatagramSocket mySocket2 = 6428 : DatagramSocket mySocketl =
new DatagramSocket ( ) new DatagramSocket (5775);
{9157} 7 application
application oy applicaton
= P i
P = | (PAD
¥ &
tm;_pnr. e Trar'i.f-knr-.
nepgcrk T nelyabrk
lirjk [ lifil
| ‘f phdical e -
source port: 5428 source port: ¥
desl porl: D157 | dlosl perls ?
souroe park: 9157 source port; ¥
dest part: &424 cest port: 7

Connectionoriented demultiplexing

We looked at the connectionless approach, but with a browser, we don't want to drop any paSkets
we are going to have @onnectionoriented approach. Each browser needsttave a sperate process in
the web servethat it is correspondingo.
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We are going to use4tuple identifier

FOR A DETAILED EXAMPLE OF COGINECRIENTHREMULTIPLEXING&EE THEAROPTO VIDEO
STARNG AT 3:56

Summary

1 Multiplexing demultiplexing based on segmentiatagram, header field values

0 We're going to have special header fieldshe datagram forsource and destination
For UDP: demtiplexing using destination port number (only)
For TCP: demultiplexing usinguple: source and destination IP addressesl port numbers
Multiplexing/demultiplexinghappens at all layers

=A =4 =9



