
Link Layer 1

Link layer, LANs: outline
5.1 introduction, 

services
5.2 error detection, 

correction 
5.3 multiple access 

protocols
5.4 LANs
▪ addressing, ARP
▪ Ethernet
▪ switches
▪ VLANS

5.5 link virtualization: 
MPLS

5.6 data center 
networking

5.7 a day in the life of a 
web request
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Ethernet
“dominant” wired LAN technology: 
❖ cheap $20 for NIC
❖ first widely used LAN technology
❖ simpler, cheaper than token LANs and ATM
❖ kept up with speed race: 10 Mbps – 10 Gbps 

Metcalfe’s Ethernet sketch

Asynchronous transfer mode (ATM)
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Ethernet: physical topology
❖ bus: popular through mid 90s
▪ all nodes in same collision domain (can collide with 

each other)
❖ star: prevails today
▪ active switch in center
▪ each “spoke” runs a (separate) Ethernet protocol 

(nodes do not collide with each other)

switch

bus: coaxial cable
star



Ethernet Physical Layer Encoding
❖ Manchester Coding

Data Link Layer 4

Original 
data Clock IEEE 802.3

Manchester
GE. Thomas

(The opposite)

0
XOR  

⊕

0

=

0 1
1 1 0

1
0 1 0
1 0 1
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Why Manchester coding

Easy to demodulator, just read the value of the signal right after the falling  
edge of the clock. Also encodes the clock along with the signal.

(Look at the IEE encoding for for this example)  
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http://www.aholme.co.uk/Ethernet/EthernetRx.htm

See this link for a more careful study of the reconstruction

http://www.aholme.co.uk/Ethernet/EthernetRx.htm
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Possible midterm question. 
Given some masterchester encoded signal has the packet been  
corrupted
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Ethernet frame structure

sending adapter encapsulates IP datagram (or 
other network layer protocol packet) in 
Ethernet frame

preamble: 
❖ 7 bytes with pattern 10101010 followed by one 

byte with pattern 10101011
❖  used to synchronize receiver, sender clock 

rates

dest. 
address

source 
address

data 
(payload) CRCpreamble

type

8 bytes 6 6 46 - 15000 4
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Ethernet frame structure (more)
❖ addresses: 6 byte source, destination MAC 

addresses
▪ if adapter receives frame with matching destination 

address, or with broadcast address (e.g. ARP packet), 
it passes data in frame to network layer protocol

▪ otherwise, adapter discards frame
❖ type: indicates higher layer protocol (mostly IP but 

others possible, e.g., Novell IPX, AppleTalk)
❖ CRC: cyclic redundancy check at receiver

▪ error detected: frame is dropped

dest. 
address

source 
address

data 
(payload) CRCpreamble

type



Wire Shark Capture

Data Link Layer 10
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Ethernet: unreliable, connectionless

❖ connectionless: no handshaking between 
sending and receiving NICs 

❖ unreliable: receiving NIC doesnt send acks or 
nacks to sending NIC (more on these later) 
▪ data in dropped frames recovered only if initial 

sender uses higher layer reliable data transfer 
(e.g., TCP), otherwise dropped data lost

❖ Ethernet’s MAC protocol: unslotted CSMA/CD 
with binary backoff



Link Layer 12

Link layer, LANs: outline
5.1 introduction, 

services
5.2 error detection, 

correction 
5.3 multiple access 

protocols
5.4 LANs
▪ addressing, ARP
▪ Ethernet
▪ switches
▪ VLANS

5.5 link virtualization: 
MPLS

5.6 data center 
networking

Save for topic discussion at 
End of lectures.

More when we get to software 
Defined networking
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Ethernet switch
❖ link-layer device: takes an active role
▪ store, forward Ethernet frames
▪ examine incoming frame’s MAC address, 

selectively forward  frame to one-or-more 
outgoing links when frame is to be forwarded 
on segment, uses CSMA/CD to access 
segment

❖ transparent
▪ hosts are unaware of presence of switches

❖ plug-and-play, self-learning
▪ switches do not need to be configured
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Switch: multiple simultaneous 
transmissions
❖ hosts have dedicated, direct 

connection to switch
❖ switches buffer packets
❖ Ethernet protocol used on 

each incoming link, but no 
collisions; full duplex
▪ each link is its own 

collision domain
❖ switching: A-to-A’ and B-to-B’ 

can transmit simultaneously, 
without collisions switch with six interfaces 

(1,2,3,4,5,6)  

A

A’

B

B’ C

C’

1 2

345

6



Link Layer 15

Switch forwarding table

Q: how does switch know A’ 
reachable via interface 4, B’ 
reachable via interface 5?

switch with six interfaces 
(1,2,3,4,5,6)  

A

A’

B

B’ C

C’

1 2

345

6❖ A:  each switch has a 
switch table, each entry:
▪ (MAC address of host, 

interface to reach host, time 
stamp)

▪ looks like a routing table!
• More on routing tables later

Q: how are entries created, 
maintained in switch table? 
▪ The switches are self learning



A

A’

B

B’ C

C’

1 2

345

6

Link Layer 16

Switch: self-learning
❖ switch learns which hosts 

can be reached through 
which interfaces
▪ when frame received, 

switch “learns”  
location of sender: 
incoming LAN 
segment

▪ records sender/
location pair in switch 
table

A A’

Source: A
Dest: A’

MAC addr   interface    TTL
Switch table  

(initially empty)
A 1 60
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Switch: frame filtering/forwarding

when  frame received at switch: 

1. record incoming link, MAC address of sending host
2. index switch table using MAC destination address
3. if entry found for destination  

  then {
     if destination on segment from which frame arrived  

       then drop frame
           else forward frame on interface indicated by entry
       }   
      else flood  /* forward on all interfaces except arriving
                          interface */

  
This might happen in bus configurations are part of the topology. 



A

A’

B

B’ C

C’

1 2

345

6
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Self-learning, forwarding: example
A A’

Source: A
Dest: A’

MAC addr   interface    TTL
switch table  

(initially empty)
A 1 60

A A’A A’A A’A A’A A’

❖ frame destination, A’, 
locaton unknown:flood

A’ A

❖ destination A location 
known:

A’ 4 60

            selectively 
send 

on just one link
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Interconnecting switches
❖ switches can be connected together

Q: sending from A to G - how does S1 know to 
forward frame destined to G via S4 and S3?
❖A: self learning! (works exactly the same as in 
single-switch case!)

A

B

S1

C D

E

F
S2

S4

S3

H
I

G
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Self-learning multi-switch example
Suppose C sends frame to I, I responds to C

❖ Q: show switch tables and packet forwarding in S1, 
S2, S3, S4 

A

B

S1

C D

E

F
S2

S4

S3

H
I

G
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Switches vs. routers

both are store-and-forward: 
▪routers: network-layer 
devices (examine network-
layer headers)
▪switches: link-layer devices 
(examine link-layer headers)

both have forwarding tables:
▪routers: compute tables 
using routing algorithms, IP 
addresses
▪switches: learn forwarding 
table using flooding, 
learning, MAC addresses 

application 
transport 
network 

link 
physical

network 
link 

physical

link 
physical

switch

datagram

application 
transport 
network 

link 
physical

frame

frame

frame
datagram
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VLANs: motivation
consider:
❖ CS user moves office to EE, 

but wants connect to CS 
switch?

❖ single broadcast domain:
▪ all layer-2 broadcast 

traffic (ARP, DHCP, 
unknown location of 
destination MAC address) 
must cross entire LAN 

▪ security/privacy, efficiency 
issues

Computer  
Science Electrical 

Engineering

Computer 
Engineering
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VLANs port-based VLAN: switch ports 
grouped (by switch management 
software) so that single physical 
switch ……

switch(es) supporting 
VLAN capabilities can 
be configured to 
define multiple virtual 
LANS over single 
physical LAN 
infrastructure.

Virtual Local  
Area Network 1

8

9

16102

7

…

Electrical Engineering 
(VLAN ports 1-8)

Computer Science 
(VLAN ports 9-15)

15

…

Electrical Engineering 
(VLAN ports 1-8)

…

1

82

7 9

1610

15

…

Computer Science 
(VLAN ports 9-16)

… operates as multiple virtual 
switches
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Port-based VLAN

1

8

9

16102

7

…

Electrical Engineering 
(VLAN ports 1-8)

Computer Science 
(VLAN ports 9-15)

15

…

❖ traffic isolation: frames to/
from ports 1-8 can only 
reach ports 1-8
▪ can also define VLAN based on 

MAC addresses of endpoints, 
rather than switch port

❖ dynamic membership: 
ports can be dynamically 
assigned among VLANs

router

❖ forwarding between VLANS: 
done via routing (just as with 
separate switches)
▪ in practice vendors sell combined 

switches plus routers
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VLANS spanning multiple switches

❖ trunk port: carries frames between VLANS defined over 
multiple physical switches
▪ frames forwarded within VLAN between switches can’t be vanilla 

802.1 frames (must carry VLAN ID info)
▪ 802.1q protocol adds/removed additional header fields for frames 

forwarded between trunk ports

1

8

9

102

7

…

Electrical Engineering 
(VLAN ports 1-8)

Computer Science 
(VLAN ports 9-15)

15

…

2

73

Ports 2,3,5 belong to EE VLAN 
Ports 4,6,7,8 belong to CS VLAN

5

4 6 816

1
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type

2-byte Tag Protocol Identifier 
                        (value: 81-00) 

Tag Control Information (12 bit VLAN ID field,  
                          3 bit priority field like IP TOS) 

Recomputed  
CRC 

802.1Q VLAN frame format

802.1 frame

802.1Q frame

dest. 
address

source 
address data (payload) CRCpreamble

data (payload) CRC

type
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Thought experiment 

How could Design a malicious switch? 

Could I design something that just sits in between?
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PACKET SQUIRREL

https://shop.hak5.org/collections/network-implants/products/packet-squirrel

https://shop.hak5.org/collections/network-implants/products/packet-squirrel
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4.1 Overview of Network 
layer
• data plane
• control plane

4.2 What’s inside a router
4.3 IP: Internet Protocol

• datagram format
• fragmentation
• IPv4 addressing
• network address 

translation
• IPv6

4.4 Generalized Forward 
and SDN
• match
• action
• OpenFlow  examples 

of match-plus-action 
in action

Chapter 4: outline

31Network Layer: Data Plane



IP addressing: introduction

▪ IP address: 32-bit 
identifier for host, router 
interface 

▪ interface: connection 
between host/router and 
physical link
• router’s typically have 

multiple interfaces
• host typically has one or 

two interfaces (e.g., wired 
Ethernet, wireless 802.11)

▪ IP addresses 
associated with each 
interface

223.1.1.1

223.1.1.2

223.1.1.3

223.1.1.4 223.1.2.9

223.1.2.2

223.1.2.1

223.1.3.2223.1.3.1

223.1.3.27

223.1.1.1 = 11011111 00000001 00000001 00000001

223 1 11
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IP addressing: introduction

Q: how are interfaces 
actually connected?

223.1.1.1

223.1.1.2

223.1.1.3

223.1.1.4 223.1.2.9

223.1.2.2

223.1.2.1

223.1.3.2223.1.3.1

223.1.3.27

A: wired Ethernet interfaces 
connected by Ethernet switches

A: wireless WiFi interfaces 
connected by WiFi base station

33Network Layer: Data Plane



Subnets
▪ IP address: 

• subnet part - high 
order bits

• host part - low order 
bits 

▪what’s a subnet ?
• device interfaces with 
same subnet part of IP 
address

• can physically reach 
each other without 
intervening router

network consisting of 3 subnets

223.1.1.1

223.1.1.3

223.1.1.4 223.1.2.9

223.1.3.2223.1.3.1

subnet

223.1.1.2

223.1.3.27
223.1.2.2

223.1.2.1
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recipe
▪ to determine the 

subnets, detach 
each interface from 
its host or router, 
creating islands of 
isolated networks

▪ each isolated 
network is called a 
subnet

subnet mask: /24

Subnets
223.1.1.0/24

223.1.2.0/24

223.1.3.0/24

223.1.1.1

223.1.1.3

223.1.1.4 223.1.2.9

223.1.3.2223.1.3.1

subnet

223.1.1.2

223.1.3.27
223.1.2.2

223.1.2.1

35Network Layer: Data Plane



how many? 223.1.1.1

223.1.1.3

223.1.1.4

223.1.2.2223.1.2.1

223.1.2.6

223.1.3.2223.1.3.1

223.1.3.27

223.1.1.2

223.1.7.0

223.1.7.1
223.1.8.0223.1.8.1

223.1.9.1

223.1.9.2

Subnets

36Network Layer: Data Plane



IP addressing: CIDR

CIDR: Classless InterDomain Routing
• subnet portion of address of arbitrary length
• address format: a.b.c.d/x, where x is # bits in 

subnet portion of address

11001000  00010111  00010000  00000000

subnet 
part

host 
part

200.23.16.0/23

37Network Layer: Data Plane
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https://www.routersecurity.org/pix/AsusrRuter.Subnet.jpg



IP addresses: how to get one?
Q: How does a host get IP address?

▪ hard-coded by system admin in a file
• Windows: control-panel->network->configuration->tcp/ip-

>properties
• UNIX: /etc/rc.config

▪ DHCP: Dynamic Host Configuration Protocol: 
dynamically get address from as server
• “plug-and-play” 

39Network Layer: Data Plane



DHCP: Dynamic Host Configuration Protocol

goal: allow host to dynamically obtain its IP address from network server 
when it joins network
• can renew its lease on address in use
• allows reuse of addresses (only hold address while connected/“on”)
• support for mobile users who want to join network (more shortly)

DHCP overview:
• host broadcasts “DHCP discover” msg [optional]
• DHCP server responds with “DHCP offer” msg [optional]
• host requests IP address: “DHCP request” msg
• DHCP server sends address: “DHCP ack” msg 

40Network Layer: Data Plane



DHCP client-server scenario

223.1.1.0/24

223.1.2.0/24

223.1.3.0/24

223.1.1.1

223.1.1.3

223.1.1.4 223.1.2.9

223.1.3.2223.1.3.1

223.1.1.2

223.1.3.27
223.1.2.2

223.1.2.1

DHCP 
server

arriving DHCP 
client needs  
address in this 
network
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DHCP server: 223.1.2.5 arriving 
 client

DHCP discover

src : 0.0.0.0, 68      
dest.: 255.255.255.255,67 

yiaddr:    0.0.0.0 
transaction ID: 654

DHCP offer
src: 223.1.2.5, 67       

dest:  255.255.255.255, 68 
yiaddrr: 223.1.2.4 

transaction ID: 654 
lifetime: 3600 secs

DHCP request

src:  0.0.0.0, 68      
dest::  255.255.255.255, 67 

yiaddrr: 223.1.2.4 
transaction ID: 655 
lifetime: 3600 secs

DHCP ACK
src: 223.1.2.5, 67       

dest:  255.255.255.255, 68 
yiaddrr: 223.1.2.4 

transaction ID: 655 
lifetime: 3600 secs

DHCP client-server scenario

Broadcast: is there a 
DHCP server out there?

Broadcast: I’m a DHCP 
server! Here’s an IP 
address you can use 

Broadcast: OK.  I’ll take 
that IP address!

Broadcast: OK.  You’ve 
got that IP address!
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DHCP: more than IP addresses

DHCP can return more than just allocated IP 
address on subnet:
• address of first-hop router for client
• name and IP address of DNS sever
• network mask (indicating network versus host 

portion of address)

43Network Layer: Data Plane



▪ connecting laptop needs 
its IP address, addr of 
first-hop router, addr of 
DNS server: use DHCP

router with DHCP  
server built into  
router

▪ DHCP request 
encapsulated in UDP, 
encapsulated in IP, 
encapsulated in 802.1 
Ethernet

▪ Ethernet frame broadcast 
(dest: FFFFFFFFFFFF) on LAN, 
received at router running 
DHCP server

▪ Ethernet demuxed to IP 
demuxed, UDP demuxed 
to DHCP 

168.1.1.1 

DHCP 
UDP 

IP 
Eth 
Phy

DHCP

DHCP

DHCP

DHCP

DHCP

DHCP 
UDP 

IP 
Eth 
Phy

DHCP

DHCP

DHCP

DHCPDHCP

DHCP: example
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▪ DCP server formulates DHCP 
ACK containing client’s IP 
address, IP address of first-
hop router for client, name & 
IP address of DNS server

▪ encapsulation of DHCP 
server, frame forwarded 
to client, demuxing up 
to DHCP at client

DHCP: example

router with DHCP  
server built into  
router

DHCP

DHCP

DHCP

DHCP

DHCP 
UDP 

IP 
Eth 
Phy

DHCP

DHCP 
UDP 

IP 
Eth 
Phy

DHCP

DHCP

DHCP

DHCP

▪ client now knows its IP 
address, name and IP 
address of DSN server, 
IP address of its first-
hop router

45Network Layer: Data Plane
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https://www.routersecurity.org/pix/Asus.router.DHCP.gif



IP addresses: how to get one?
Q: how does network get subnet part of IP addr?
A: gets allocated portion of its provider ISP’s 

address space

ISP's block          11001000  00010111  00010000  00000000    200.23.16.0/20  

Organization 0    11001000  00010111  00010000  00000000    200.23.16.0/23  
Organization 1    11001000  00010111  00010010  00000000    200.23.18.0/23  
Organization 2    11001000  00010111  00010100  00000000    200.23.20.0/23  
   ...                                          …..                                   ….                …. 
Organization 7    11001000  00010111  00011110  00000000    200.23.30.0/23  
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Hierarchical addressing: route aggregation

“Send me anything 
with addresses  
beginning  
200.23.16.0/20”

200.23.16.0/23

200.23.18.0/23

200.23.30.0/23

Fly-By-Night-ISP

Organization 0

Organization 7
Internet

Organization 1

ISPs-R-Us “Send me anything 
with addresses  
beginning  
199.31.0.0/16”

200.23.20.0/23
Organization 2

...

...

hierarchical addressing allows efficient advertisement of routing 
information:
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ISPs-R-Us has a more specific route to Organization 1

“Send me anything 
with addresses  
beginning  
200.23.16.0/20”

200.23.16.0/23

200.23.18.0/23

200.23.30.0/23

Fly-By-Night-ISP

Organization 0

Organization 7
Internet

Organization 1

ISPs-R-Us “Send me anything 
with addresses  
beginning 199.31.0.0/16 
or 200.23.18.0/23”

200.23.20.0/23
Organization 2

...

...

Hierarchical addressing: more specific routes
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IP addressing: the last word...

Q: how does an ISP get a block of addresses?
A: ICANN: Internet Corporation for Assigned 
     Names and Numbers http://www.icann.org/

• allocates addresses
• manages DNS
• assigns domain names, resolves disputes

50Network Layer: Data Plane
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IPv4 address are only 32 bits 

2^32 = 4,294,967,296

More that one device a person



NAT: network address translation

10.0.0.1

10.0.0.2

10.0.0.3

10.0.0.4

138.76.29.7

local network 
(e.g., home network) 

10.0.0/24

rest of 
Internet

datagrams with source or 
destination in this network
have 10.0.0/24 address for 
source, destination (as usual)

all datagrams leaving local
network have same single 

source NAT IP address: 
138.76.29.7,different 
source port numbers
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motivation: local network uses just one IP address as 
far as outside world is concerned:
▪ range of addresses not needed from ISP:  just 

one IP address for all devices
▪can change addresses of devices in local 

network without notifying outside world
▪can change ISP without changing addresses of 

devices in local network
▪devices inside local net not explicitly 

addressable, visible by outside world (a security 
plus)

NAT: network address translation
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   implementation: NAT router must: 
▪ outgoing datagrams: replace (source IP address, port #) of 

every outgoing datagram to (NAT IP address, new port #)
. . . remote clients/servers will respond using (NAT IP 
address, new port #) as destination addr 

▪ remember (in NAT translation table) every (source IP 
address, port #)  to (NAT IP address, new port #) 
translation pair 

▪ incoming datagrams: replace (NAT IP address, new port #) 
in dest fields of every incoming datagram with 
corresponding (source IP address, port #) stored in NAT 
table

NAT: network address translation
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10.0.0.1

10.0.0.2

10.0.0.3

S: 10.0.0.1, 3345 
D: 128.119.40.186, 80

1
10.0.0.4

138.76.29.7

1: host 10.0.0.1  
sends datagram to  
128.119.40.186, 80

NAT translation table 
WAN side addr        LAN side addr
138.76.29.7, 5001   10.0.0.1, 3345 
……                                         ……

S: 128.119.40.186, 80  
D: 10.0.0.1, 3345 4

S: 138.76.29.7, 5001 
D: 128.119.40.186, 802

2: NAT router 
changes datagram 
source addr from 
10.0.0.1, 3345 to 
138.76.29.7, 5001, 
updates table

S: 128.119.40.186, 80  
D: 138.76.29.7, 5001 3

3: reply arrives 
 dest. address: 
 138.76.29.7, 5001

4: NAT router 
changes datagram 
dest addr from 
138.76.29.7, 5001 to 10.0.0.1, 3345  

NAT: network address translation

55Network Layer: Data Plane

* Check out the online interactive exercises for more 
examples: http://gaia.cs.umass.edu/kurose_ross/interactive/



▪ 16-bit port-number field: 
• 60,000 simultaneous connections with a 

single LAN-side address!
▪ NAT is controversial:

• routers should only process up to layer 3
• address shortage should be solved by IPv6
• violates end-to-end argument

• NAT possibility must be taken into account by 
app designers, e.g., P2P applications

• NAT traversal: what if client wants to connect 
to server behind NAT? (More detail later) 

NAT: network address translation
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ver length

32 bits

data  
(variable length, 
typically a TCP  

or UDP segment)

16-bit identifier
header 

 checksum
time to 

live

32 bit source IP address

head. 
len

type of 
service

flgs fragment 
 offset

upper 
 layer

32 bit destination IP address

options (if any)

IP datagram format
IP protocol version 

number
header length 

 (bytes)

upper layer protocol 
to deliver payload to

total datagram 
length (bytes)

“type” of data 
for 
fragmentation/ 
reassemblymax number 

remaining hops 
(decremented at  

each router)

e.g. timestamp, 
record route 
taken, specify 
list of routers  
to visit.
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Differentiated 
Services and is called 
the Diff Serv Code Point 
(DSCP).

0x0 is default (best effort)
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IP fragmentation, reassembly
▪ network links have MTU 

(max.transfer size) - 
largest possible link-level 
frame
• different link types, 

different MTUs 
▪ large IP datagram divided 

(“fragmented”) within net
• one datagram becomes 

several datagrams
• “reassembled” only at 

final destination
• IP header bits used to 

identify, order related 
fragments

fragmentation:  
in: one large datagram 
out: 3 smaller datagrams

reassembly

…

…
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ID 
=x

offset 
=0

fragflag 
=0

length 
=4000

ID 
=x

offset 
=0

fragflag 
=1

length 
=1500

ID 
=x

offset 
=185

fragflag 
=1

length 
=1500

ID 
=x

offset 
=370

fragflag 
=0

length 
=1040

one large datagram becomes 
several smaller datagrams

example:
❖ 4000 byte datagram
❖ MTU = 1500 bytes

1480 bytes in  
data field

offset = 
1480/8 

IP fragmentation, reassembly

60Network Layer: Data Plane

Why is 1480 and 
not 1500
Length includes the 
bytes associated 
with the header field

Original checksum is 20 bytes
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4.1 Overview of Network 
layer
• data plane
• control plane

4.2 What’s inside a router
4.3 IP: Internet Protocol

• datagram format
• fragmentation
• IPv4 addressing
• network address 

translation
• IPv6

Chapter 4: outline
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IPv6: motivation
▪ initial motivation: 32-bit address space soon to 

be completely allocated.  
▪ additional motivation:

• header format helps speed processing/forwarding
• header changes to facilitate QoS 

IPv6 datagram format: 
• fixed-length 40 byte header
• no fragmentation allowed

64Network Layer: Data Plane

Why no fragmentation. (Fragmentation open you up a fragmentation 
attacks) 



IPv6 datagram format
priority:  identify priority among datagrams in flow
flow Label: identify datagrams in same “flow.” 
                    (concept of“flow” not well defined).
next header: identify upper layer protocol for data 

data

destination address 
(128 bits)

source address 
(128 bits)

payload len next hdr hop limit
flow labelpriver

32 bits
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