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Multiple Access Protocols

Multiple Access (MAC) Protocols are distributed algorithm that determines how
nodes share single broadcast channel (i.e., determine when nodes can transmit).
There is no out-of-band channel for coordination, so communication about channel sharing must use channel itself. Collision can occur if node receives two or
more signals at the same time.
An ideal MAC Protocol, given a broadcast channel of rate R bps, would allow a
single node to transmit at rate R and M nodes to transmit at average rate R/M.
It would be simple and fully decentralized with no special node to coordinate
transmissions and no synchronization of clocks or slots.

Taxonomy
Channel Partitioning: divide channel into smaller “pieces” and allocate piece
to node for exclusive use.
• TDMA: Time Divided Multiple Access
– Channel is broken up into fixed length time slots (length = packet
transmission time)
– Channel access in “rounds” where each station gets one slot each
round
– Unused slots go idle
– Works well for landlines
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• FDMA: Frequency Division Multiple Access
– Channel spectrum divided into fixed frequency bands
– Each station is assigned a frequency band
– Unused transmission time in frequency bands go idle
– Works well for radio stations
– Can increase throughput by transmitting on multiple frequency bands
at once

Random Access: Nodes transmit at full channel data rate R with no coordination among nodes. Collisions will occur when there are two or more transmitting
nodes. Specifies how to detect and recover from collisions.
• CSMA: Carrier Sense Multiple Access
– Listen before transmission
∗ If channel is idle, transmit entire frame
∗ If channel is busy, don’t transmit
– ”Don’t interrupt others”
– Collisions are still possible if two nodes hear nothing and transfer at
the same time. This wastes the entire transmission time.
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• CSMA/CD: Carrier Sense Multiple Access / Collision Detection
– Same listening and deferral as CSMA
– when a collision is detected, abort transmission (saving time)
– ”Polite conversationalist”: Stop talking if you talk at the same time
as someone else
– collision detection is easy in wired LANs, but in wireless LANs the
signal may be jammed
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• Ethernet’s CSMA/CD Algorithm:

• Slotted ALOHA:
– Node transmits in next slot after obtaining fresh frame
∗ If there is no collision, the node can continue sending frames
∗ If there is a collision, then the node only sends on the next frame
with some small probability p. This makes it probabilistically
likely that few collisions occur.
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– Assumes that all frames are the same size, and that nodes only transmit at evenly distributed time slots, and that all nodes are synchronized to have the same clocks (very hard!), and that all nodes can
detect when collisions occur (somewhat hard!).
– Works very well with few, synchronized nodes, and is very decentralized apart from the need to have the same clock
– struggles in large-node-set scenarios, collisions are especially costly,
difficult to get all the nodes to be in such perfect sync.
– Efficiency: 37 percent

Nodes 1, 2, and 3 all try to transmit in the first slot and collide. All colliding nodes compute the probability that they will transmit in the next slot.
No node transmits in the next slot, so it is idle. Nodes 1 and 2 collide in
slot 3 and compute probabilities for the next slot. 2 transmits in slot 4.
Slot 5 is idle with no transmissions. Nodes 1 and 3 collide in slot 6 and
compute probabilities for the next slot. Slot 7 is idle. Node 1 transmits in
slot 8 and node 3 transmits in slot 9.
• Pure (un-slotted ALOHA)
– Slotted ALOHA, but with no synchronization, so there’s an increased
probability of collisions
– frames are transmitted immediately as they arrive; do not have to
wait for the next slot
– Efficiency: 18 percent
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• ”Taking Turns” with control tokens
– Nodes transmit only when they possess a control token, and then
they pass the token along in a sequential order
– if the node has nothing to send, it just passes its token along
– This introduces a lot of new overhead, and a single point of failure,
as well as more latency for nodes which need to wait a long time for
empty nodes to ”pass along” the token.
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LANs

MAC Addresses and ARP
IP address are 32-bit network-layer interface address used for forwarding while
MAC (or LAN or physical or Ethernet) addresses are used ‘locally” to get frame
from one interface to another physically-connected interface (same network, in
IP-addressing sense). For most LANs, 48-bit MAC address are burned in NIC
ROM or they can also sometimes be software settable. Burning the MAC address into the NIC ROM can be used to filter certain MAC addresses. Example MAC address: 1A-2F-BB-76-09-AD hexadecimal (base 16) notation (each
“number” represents 4 bits).

LAN Addresses and ARP
Each adapter on LAN has unique LAN address. Manufacturer buys portion
of MAC address space (to assure uniqueness) from IEEE. MAC addresses are
comparable to Social Security Numbers and are portable to where you can move
LAN card from one LAN to another. IP addresses are like postal addresses and
are not portable. The IP address is hierarchical and depends on the IP subnet
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to which node is attached.

ARP: Address Resolution Protocol
ARP allows you to figure out which IP address belongs to which MAC address.
Each IP node (host, router) on LAN has an ARP table consisting of IP/MAC
address mappings for some LAN nodes as well as Time To Live for each mapping
(¡IP address; MAC address; TTL¿). The Time to Live is the time after which
address mapping will be forgotten (typically 20 mins). ARP is “plug-and-play”,
so nodes create their ARP tables without intervention from net administrator.
The ARP table is filled when the node broadcasts a message asking “who has [IP
address]” and whoever has that IP address responds with their MAC address. A
problem with this system is that someone can pretend to be at a certain address
and respond with their own MAC address to intercept that IP address’s traffic.

ARP Procedure same LAN:
• A wants to send datagram to B, but B’s MAC Address is not in A’s ARP
table
• A broadcasts ARP query packet, with dest MAC address = FF-FF-FFFF-FF-FF, containing B’s IP address.
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• B receives ARP packet, replies to A with its own MAC address
• Frame sent to A’s MAC Address
• A caches the IP/MAC address pair for B in its own ARP table until the
information becomes outdated.
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