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File Transfer: FTP 



FTP

The user then provides the 
user identification and 
password, which are sent over 
the TCP connection as part of 
FTP commands. Once the 
server has authorized the user, 
the user copies one or more 
files stored in the local file 
system into the remote file 
system (or vice versa).



HTTP and FTP (Both allow for file transfer)
• However, the two application-layer protocols have some important differences. 

The most striking difference is that FTP uses two parallel TCP connections to 
transfer a file, a control connection and a data connection. 

• The control connection is used for sending control information between the two 
hosts—information such as user identification, password, commands to change 
remote directory, and commands to “put” and “get” files. 

• The data connection is used to actually send a file

• Because the control are in a separate chanel FTP is said to be out-of-band, while 
http is said to in-band



FTP State information

• FTP sends exactly one file over the data connection and then closes 
the data connection. If, during the same session, the user wants to 
transfer another file, FTP opens another data connection. 

• The FTP server must maintain state about the user. In particular, the 
server must associate the control connection with a specific user 
account, and the server must keep track of the user’s current 
directory as the user wanders about the remote directory tree.

• Remember http is stateless. 



FTP Commands

• USER username: Used to send the user identification to the server. 

• PASS password: Used to send the user password to the server. 

• LIST: Used to ask the server to send back a list of all the files in the current 
remote directory. The list of files is sent over a (new and non-persistent) data 
connection rather than the control TCP connection. 

• RETR filename: Used to retrieve (that is, get) a file from the current 
directory of the remote host. This command causes the remote host to 
initiate a data connection and to send the requested file over the data 
connection. 

• STOR filename: Used to store (that is, put) a file into the current directory 
of the remote host.



FTP Replies

• 331 Username OK, password required 

• 125 Data connection already open; transfer starting 

• 425 Can’t open data connection 

• 452 Error writing file



Electronic Mail in the 
Internet



Simple Mail Transfer Protocol (SMTP). 

SMTP transfers messages from 
senders’ mail servers to the 
recipients’ mail servers. 

SMTP is much older than HTTP. (The 
original SMTP RFC dates back to 
1982)

SMTP restricts the body (not just the 
headers) of all mail messages to 
simple 7-bit ASCII



SMPT Walk Through

1) Alice invokes her user agent for e-mail, provides Bob’s e-mail address (for example, 

bob@someschool.edu), composes a message, and instructs the user agent to send the message.



SMPT Walk Though 

2) Alice’s user agent sends the message to her mail server, where it is placed in a message queue.



SMPT Walk Though 

3) The client side of SMTP, running on Alice’s mail server, sees the message in the message queue. It 
opens a TCP connection to an SMTP server, running on Bob’s mail server.



SMPT Walk Though 

4. After some initial SMTP handshaking, the SMTP client sends Alice’s message into the TCP 
connection.



SMPT Walk Though 

5. At Bob’s mail server, the server side of SMTP receives the message. Bob’s mail server then places 
the message in Bob’s mailbox.



SMPT Walk Though 

6. Bob invokes his user agent to read the message at his convenience. 

It is important to observe that SMTP 
does not normally use intermediate 
mail servers for sending mail, even 
when the two mail servers are located 
at opposite ends of the world. If Alice’s 
server is in Hong Kong and Bob’s server 
is in St. Louis, the TCP connection is a 
direct connection between the Hong 
Kong and St. Louis servers.



Closer Look at SMTP

• exchanged between an
• SMTP client (C)

• crepes.fr

• SMTP server (S). 
• hamburger.edu

In the example above, the client 
sends a message (“Do you like 
ketchup? How about pickles?”) from 
mail server crepes.fr to mail server 
hamburger.edu.



Closer Look at SMTP

Five Commands:

1) HELO (an abbreviation 
for HELLO), 

2) MAIL FROM,

3) RCPT TO,

4) DATA, 

5)QUIT

(In ASCII jargon, each message ends with CRLF.CRLF, where CR and LF stand for carriage 
return and line feed, respectively)



Get you hands dirty do cool 
stuff. 



Get you hands dirty do cool 
stuff. 

• Openssl s_client –connect smtp.gmail.com:25 –starttls smtp

• See if you can send yourself some mail. 





Comparison with HTTP and SMTP. 

• pull protocol—someone loads information on a Web server and users 
use HTTP to pull the information from the server at their convenience

• SMTP is primarily a push protocol—the sending mail server pushes 
the file to the receiving mail server



Post Office Protocol—Version 3 (POP3), 
Internet Mail Access Protocol (IMAP)



POP3

• POP3 begins when the user agent (the client) opens a TCP connection 
to the mail server (the server) on port 110. With the TCP connection 
established, POP3 progresses through three phases: 
• authorization, 

• Send username and password

• transaction, 
• Receive messages

• Mark messages for deletion

• and update.
• Issue the quit command to end POP3 session. 

Two possible 
responses in 
POP3 

+OK 

-ERR



Try it 

• openssl s_client -connect pop.gmail.com:995 –quiet

+OK POP3 server ready 

user bob 

+OK 

pass hungry 

+OK user successfully logged on

• https://www.openssl.org/source/

https://www.openssl.org/source/


Transaction 
Phase of 

POP3

List of Commands
list, retr, and dele



DNS—The Internet’s 
Directory Service



Domain Name Service

• Two ways to Identify a Host

• Hostnames
• —such as cnn.com, www.yahoo. com, gaia.cs.umass.edu, and cis.poly.edu

• An IP address looks like 121.7.106.83, where each period separates one of the bytes 
expressed in decimal notation from 0 to 255

• An IP address is hierarchical because as we scan the address from left to 
right, we obtain more and more specific information about where the host 
is located in the Internet (that is, within which network, in the network of 
networks) 



Domain name system (DNS).

• The DNS is 
• (1) a distributed database implemented in a hierarchy of DNS servers,

• (2) an application-layer protocol that allows hosts to query the distributed 
database. 

The DNS servers are often UNIX machines running the Berkeley Internet Name 
Domain (BIND) software [BIND 2012]. The DNS protocol runs over UDP and uses 
port 53.



DNS SERVICES

• Host aliasing. A host with a complicated hostname can have one or more 
alias names. For example, a hostname such as relay1.west-
coast.enterprise.com could have, say, two aliases such as enterprise.com 
and www.enterprise.com. 

• Mail server aliasing. For obvious reasons, it is highly desirable that e-mail 
addresses be mnemonic. For example, if Bob has an account with Hotmail, 
Bob’s e-mail address might be as simple as bob@hotmail.com.

• Load distribution. DNS is also used to perform load distribution among 
replicated servers, such as replicated Web servers. Busy sites, such as 
cnn.com, are replicated over multiple servers, with each server running on 
a different end system and each having a different IP address.

mailto:bob@hotmail.com


Overview of How DNS Works

• Focus on the hostname-to-IP-address translation service.

• On many UNIX-based machines, gethostbyname() is the function call 
that an application calls in order to perform the translation. 



Overview of How DNS Works

• A simple design for DNS would have one DNS server that contains all 
the mappings. In this centralized design, clients simply direct all 
queries to the single DNS server, and the DNS server responds directly 
to the querying clients. 

• A single point of failure

• Traffic volume

• Distant centralized database

• Maintenance 

•



DNS A Distribute Hierarchical Database

—root DNS servers, top-level domain (TLD) DNS servers, and authoritative DNS servers—



DNS A Distribute Hierarchical Database

—root DNS servers, top-level domain 
(TLD) DNS servers, and authoritative 
DNS servers—

The client first contacts one of 
the root servers, which returns IP 
addresses for TLD servers for the 
top-level domain com. The client 
then contacts one of these TLD 
servers, which returns the IP 
address of an authoritative 
server for amazon.com. Finally, 
the client contacts one of the 
authoritative servers for 
amazon.com,



Location of root DNS Servers



LOCAL DNS

• There is another important 
type of DNS server called 
the local DNS server. A local 
DNS server does not strictly 
belong to the hierarchy of 
servers but is nevertheless 
central to the DNS 
architecture. Each ISP—such 
as a university, an academic 
department, an employee’s 
company, or a residential 
ISP—has a local DNS server 



LOCAL DNS

• The Requesting host 
cis.poly.edu first sends a 
DNS query message to 
its local DNS server, 
dns.poly.edu. The query 
message contains the 
hostname to be 
translated, namely, 
gaia.cs.umass.edu



Recursive Query 
and Caching
• A local DNS server can also 

cache the IP addresses of 
TLD servers, thereby 
allowing the local DNS server 
to bypass the root DNS 
servers in a query chain (this 
often happens).



DNS Records and Messages

• resource records (RRs), including RRs that provide hostname-to-IP address mappings

• (Name, Value, Type, TTL) 

• TTL is the time to live of the resource record; it determines when a resource should be 
removed from a cache.
• Type=A, then Name is a hostname and Value is the IP address for the hostname. 

(relay1.bar.foo.com, 145.37.93.126, A)
• Type=NS, then Name is a domain (such as foo.com) and Value is the hostname of an authoritative 

DNS server (foo.com, dns.foo.com, NS)
• Type=CNAME, then Value is a canonical hostname for the alias hostname Name. This record can 

provide querying hosts the canonical name for a hostname. As an example, (foo.com, 
relay1.bar.foo.com, CNAME) 

• Type=MX, then Value is the canonical name of a mail server that has an alias hostname Name. As 
an example, (foo.com, mail.bar.foo.com, MX)



Godaddy Example
IP V6 
version 
of Type 
A

Hold just arbitrary string  

Generalized service 

location record, used 

for newer protocols 

instead of creating 

protocol-specific 

records such as MX.



DNS Messages
A 1-bit query/reply flag indicates whether the message is a 
query (0) or a reply (1). 

A 1-bit authoritative flag is set in a reply message when a DNS 
server is an authoritative server for a queried name. 

A 1-bit recursion-desired flag is set when a client (host or DNS 
server) desires that the DNS server perform recursion when it 
doesn’t have the record.

A 1-bit recursion available field is set in a reply if the DNS 
server supports recursion. 



DNS Messages
The question section contains information 
about the query that is being made. This 
section includes (1) a name field that 
contains the name that is being queried, 
and (2) a type field that indicates the type 
of question being asked about the name—
for example, a host address associated 
with a name (Type A) or the mail server 
for a name (Type MX).



DNS Messages
In a reply from a DNS server, the answer 
section contains the resource records for 
the name that was originally queried. 
Recall that in each resource record there 
is the Type (for example, A, NS, CNAME, 
and MX), the Value, and the TTL. Areply
can return multiple RRs in the answer, 
since a hostname can have multiple IP 
addresses (for example, for replicated 
Web servers, as discussed earlier in this 
section).



DNS Messages

The authority section contains records of 
other authoritative servers.

The additional section contains other 
helpful records. For example, the answer 
field in a reply to an MX query contains a 
resource record providing the canonical 
hostname of a mail server. The additional 
section contains a Type Arecord providing 
the IPaddress for the canonical hostname 
of the mail server



Send DNS query from your host



Inserting Records into the DNS Database
Suppose you have just created an exciting new startup company 
called Network Utopia. The first thing you’ll surely want to do is 
register the domain name networkutopia.com at a registrar.

Acomplete list of accredited registrars is available at 
http://www.internic.net. 

When you register the domain name networkutopia.com with 
some registrar, you 
need to provide the registrar with the names and IPaddresses
of your primary and secondary authoritative DNS servers. 
dns1.networkutopia.com, 212.212.212
dns2.networkutopia.com, 212.212.212.1.



What DNS Records to Registrar add 

(networkutopia.com, dns1.networkutopia.com, NS)

(dns1.networkutopia.com, 212.212.212.1, A)



Attacks 
DDoS bandwidth-flooding attack 

• 21 October 2016 multiple major 
DDoS attacks in DNS services of 
DNS service provider Dyn

• https://en.wikipedia.org/wiki/Mi
rai_(malware)

• Ars Technica also reported a 1 
Tbit/s attack on French web host 
OVH.[6]

https://en.wikipedia.org/wiki/DNS
https://en.wikipedia.org/wiki/Dyn_(company)
https://en.wikipedia.org/wiki/Mirai_(malware)
https://en.wikipedia.org/wiki/Ars_Technica
https://en.wikipedia.org/wiki/OVH
https://en.wikipedia.org/wiki/Mirai_(malware)#cite_note-securityintelligence-6
https://en.wikipedia.org/wiki/File:Twitter_bird_logo_2012.svg
https://en.wikipedia.org/wiki/File:Twitter_bird_logo_2012.svg
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