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P2P Applications

• Instead, pairs of intermittently connected hosts, called peers, 
communicate directly with each other.



P2P File Distribution
Bram Cohen

• As of 2012, the most popular 
P2P file distribution protocol 
is BitTorrent. Originally 
developed by Bram Cohen



Scalability of P2P 
Architectures

• Ui, the upload rate of the ith peer

• Di download rate of the ith peer’s 
access link.

• The distribution time is the time it 
takes to get a copy of the file to all 
N peers.



• The server must transmit one copy of the file to each of 
the N peers. Thus the server must transmit NF bits. Since 
the server’s upload rate is us, the time to distribute the 
file must be at least NF/us.

• Let dmin denote the download rate of the peer with the 
lowest download rate, that is, dmin = min{d1,dp,...,dN}. 
The peer with the lowest download rate cannot obtain all 
F bits of the file in less than F/dmin seconds. Thus the 
minimum distribution time is at least F/dmin



• We see from Equation 2.1 that for N large enough, the client-server 
distribution time is given by NF/u

• So, for example, if the number of peers from one week to the next 
increases a thousand-fold from a thousand to a million, the time 
required to distribute the file to all peers increases by 1,000.



To get this file into the community of peers, the server must send each bit of the file at least once into 
its access link. Thus, the minimum distribution time is at least F/us.

As with the client-server architecture, the peer with the lowest download rate cannot obtain all F bits of 
the file in less than F/dmin seconds.

Finally, observe that the total upload capacity of the system as a whole is equal to the upload rate of the 
server plus the upload rates of each of the individual peers, that is, utotal = us + u1 + … + uN. The system 
must deliver (upload) F bits to each of the N peers, thus delivering a total of NF bits. This cannot be done 
at a rate faster than utotal. Thus, the minimum distribution time is also at least NF/(us + u1 + … + uN)



Client Server Download Time



Bit Torrent



• In BitTorrent lingo, the collection of all peers participating in the 
distribution of a particular file is called a torrent. Peers in a torrent 
download equal-size chunks of the file from one another, with a 
typical chunk size of 256 Kbytes

• Over time it accumulates more and more chunks. While it downloads 
chunks it also uploads chunks to other peers.

• Once a peer has acquired the entire file, it may (selfishly) leave the 
torrent, or (altruistically) remain in the torrent and continue to upload 
chunks to other peers.



Each torrent has an 
infrastructure node called a 
tracker. When a peer joins a 
torrent, it registers itself with the 
tracker and periodically informs 
the tracker that it is still in the 
torrent. 



When a new peer, Alice, joins the 
torrent, the tracker randomly 
selects a subset of peers (for 
concreteness, say 50) from the 
set of participating peers, and 
sends the IPaddresses of these 
50 peers to Alice



If Alice has L different neighbors, 
she will obtain L lists of chunks. 
With this knowledge, Alice will 
issue requests (again over the 
TCPconnections) for chunks she 
currently does not have



Alice will have two important 
decisions to make. First, which 
chunks should she request first 
from her neighbors? And second, 
to which of her neighbors should 
she send requested chunks? In 
deciding which chunks to 
request, Alice uses a technique 
called rarest first. 



To determine which requests she 
responds to, BitTorrent uses a 
clever trading algorithm. The 
basic idea is that Alice gives 
priority to the neighbors that are 
currently supplying her data at 
the highest rate.



Distributed Hash Tables (DHTs) 



UDP Sockets



UDP Client Server Application

• 1. The client reads a line of characters (data) from its keyboard and 
sends the data to the server. 

• 2. The server receives the data and converts the characters to 
uppercase. 

• 3. The server sends the modified data to the client. 

• 4. The client receives the modified data and displays the line on its 
screen



Socket Programming: Creating Network Applications

from socket import * 
serverName = ‘hostname’ 
serverPort = 12000 
clientSocket = socket(socket.AF_INET, 
socket.SOCK_DGRAM) 
message = raw_input(’Input lowercase 
sentence:’) 
clientSocket.sendto(message,(serverName, 
serverPort)) modifiedMessage, serverAddress = 
clientSocket.recvfrom(2048) print 
modifiedMessage clientSocket.close()

UDPClient.py  



Socket Programming: Creating Network Applications
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Code Break Down

from socket import *

• The socket module forms the basis of all network communications in 
Python. By including this line, we will be able to create sockets within 
our program.



Code Break Down

serverName = ‘hostname’ 

serverPort = 12000

• The first line sets the string serverName to hostname. Here, we 
provide a string containing either the IP address of the server (e.g., 
“128.138.32.126”) or the hostname of the server (e.g., 
“cis.poly.edu”). If we use the hostname, then a DNS lookup will 
automatically be performed to get the IPaddress.) 

• The second line sets the integer variable serverPort to 12000.



Code Break Down

clientSocket = socket(socket.AF_INET, socket.SOCK_DGRAM)

• This line creates the client’s socket, called clientSocket. The first parameter 
indicates the address family; in particular, AF_INET indicates that the 
underlying network is using IPv4.

• The second parameter indicates that the socket is of type SOCK_DGRAM, 
which means it is a UDP socket (rather than a TCP socket).

• Note that we are not specifying the port number of the client socket when 
we create it; we are instead letting the operating system do this for us.



Code Break Down

message = raw_input(’Input lowercase sentence:’)

raw_input() is a built-in function in Python. When this command is 
executed, the user at the client is prompted with the words “Input 
data:”



Code Break Down

clientSocket.sendto(message,(serverName, serverPort))

• In the above line, the method sendto() attaches the destination 
address (serverName, serverPort) to the message and sends the 
resulting packet into the process’s socket, clientSocket. 



Code Break Down

modifiedMessage, serverAddress = clientSocket.recvfrom(2048)

• With the above line, when a packet arrives from the Internet at the 
client’s socket, the packet’s data is put into the variable 
modifiedMessage and the packet’s source address is put into the 
variable serverAddress. The variable serverAddress contains both the 
server’s IP address and the server’s port number. 

• The method recvfrom also takes the buffer size 2048 as input. (This 
buffer size works for most purposes.)



Code Break Down

• print modifiedMessage

This line prints out modifiedMessage on the user’s display. It should be 
the original line that the user typed, but now capitalized.

• clientSocket.close()

This line closes the socket. The process then terminates.



UDPServer.py

from socket import * 
serverPort = 12000 
serverSocket = socket(AF_INET, SOCK_DGRAM) 
serverSocket.bind((’’, serverPort)) 
print “The server is ready to receive” 

while 1: 
message, clientAddress = serverSocket.recvfrom(2048) 
modifiedMessage = message.upper() 
serverSocket.sendto(modifiedMessage, clientAddress)



CODE BREAK DOWN

from socket import *
serverPort = 12000 

serverSocket = socket(AF_INET, SOCK_DGRAM)

Note that the beginning of UDPServer is similar to UDPClient. It also 
imports the socket module, also sets the integer variable serverPort to 
12000, and also creates a socket of type SOCK_DGRAM (a UDP socket). 



CODE BREAK DOWN

serverSocket.bind((’’, serverPort))

The above line binds (that is, assigns) the port number 12000 to the 
server’s socket. Thus in UDPServer, the code (written by the application 
developer) is explicitly



CODE BREAK DOWN

• message, clientAddress = serverSocket.recvfrom(2048)

• DPServer then enters a while loop; the while loop will allow UDPServer to 
receive and process packets from clients indefinitely. In the while loop, 
UDPServer waits for a packet to arrive 

• clientAddress. The variable clientAddress contains both the client’s IP 
address and the client’s port number. Here, UDPServer will make use of 
this address information, as it provides a return addres



CODE BREAK DOWN

• modifiedMessage = message.upper()

• This line is the heart of our simple application. It takes the line sent by 
the client and uses the method upper() to capitalize it.



CODE BREAK DOWN

serverSocket.sendto(modifiedMessage, clientAddress)

This last line attaches the client’s address (IP address and port number) 
to the capitalized message, and sends the resulting packet into the 
server’s socket. (As mentioned earlier, the server address is also 
attached to the packet, although this is done automatically rather than 
explicitly by the code.) The Internet will then deliver the packet to this 
client address. After the server sends the packet, it remains in the while 
loop, waiting for another UDP packet to arrive (from any client running 
on any host



Single Server Multiple Client Demo



Socket Programming with 
TCP







Socket Programming with TCP

from socket import * 
serverName = ’servername’ 
serverPort = 12000 
clientSocket = socket(AF_INET, SOCK_STREAM) 
clientSocket.connect((serverName,serverPort)) 
sentence = raw_input(‘Input lowercase sentence:’) 
clientSocket.send(sentence) 
modifiedSentence = clientSocket.recv(1024) 
print ‘From Server:’, modifiedSentence
clientSocket.close()



Code Break Down

clientSocket = socket(AF_INET, SOCK_STREAM)

This line creates the client’s socket, called clientSocket. The first 
parameter again indicates that the underlying network is using IPv4. 
The second parameter indicates that the socket is of type 
SOCK_STREAM, which means it is a TCPsocket (rather than a UDP 
socket).



CODE BREAK DOWN

clientSocket.connect((serverName,serverPort))

• Recall that before the client can send data to the server (or vice versa) 
using a TCP socket, a TCP connection must first be established 
between the client and server.



CODE BREAK DOWN

sentence = raw_input(‘Input lowercase sentence:’)

• As with UDPClient, the above obtains a sentence from the user. The string 
sentence continues to gather characters until the user ends the line by typing a 
carriage return. The next line of code is also very different from UDPClient:

clientSocket.send(sentence)

• The above line sends the string sentence through the client’s socket and into the 
TCPconnection. Note that the program does not explicitly create a packet and 
attach the destination address to the packet, as was the case with UDP sockets. 
Instead the client program simply drops the bytes in the string sentence into the 
TCP connection. The client then waits to receive bytes from the server.

modifiedSentence = clientSocket.recv(2048)

clientSocket.close()



TCPServer.py

• from socket import * serverPort = 12000 
serverSocket = socket(AF_INET,SOCK_STREAM) 
serverSocket.bind((‘’,serverPort)) 
serverSocket.listen(1) 
print ‘The server is ready to receive’ 
while 1: 

connectionSocket, addr = serverSocket.accept()
sentence = connectionSocket.recv(1024)
capitalizedSentence = sentence.upper() 
connectionSocket.send(capitalizedSentence) 
connectionSocket.close()



CODE BREAK DOWN

As with TCPClient, the server creates a TCPsocket with:

• serverSocket=socket(AF_INET,SOCK_STREAM)

• Similar to UDPServer, we associate the server port number, 
serverPort, with this socket:

• serverSocket.bind((‘’,serverPort))



CODE BREAK DOWN

• But with TCP, serverSocket will be our welcoming socket. After 
establishing this welcoming door, we will wait and listen for some 
client to knock on the door:

• serverSocket.listen(1)

• This line has the server listen for TCP connection requests from the 
client. The parameter specifies the maximum number of queued 
connections (at least 1).



CODE BREAK DOWN

When a client knocks on this door, the program invokes the accept() 
method for serverSocket, which creates a new socket in the server, 
called connectionSocket, dedicated to this particular client. The client 
and server then complete the handshaking, creating a TCPconnection
between the client’s clientSocket and the server’s connectionSocket.

connectionSocket, addr = serverSocket.accept()



Email Spoofing Assignment


